ABSTRACT This paper proposes a new joint cooperative beamforming and jamming (JCBJ) scheme for improving the physical layer security of decode-and-forward wireless networks where a source node transmits to its destination with the aid of multiple intermediate nodes in the presence of an eavesdropper. In the proposed JCBJ scheme, we select the intermediate nodes succeeding in source decoding as the relays to forward the source transmission simultaneously by employing a beamforming weight vector, and meanwhile, use the remaining ones as the friendly jammers to disturb the eavesdropper by sending artificial noise. In order to achieve the secrecy rate maximum, we further study on the power allocation among the source, relays, and jammers under two assumptions of the wiretap link's channel state information. We derive the closed-form optimal solutions by first allocating the transmit power at the source within different ranges to consider all the possible relay selection schemes in which different numbers of relays are employed, and then transforming the multivariable power allocation problem to a set of single-variable optimization subproblems. Our numerical results show the superiority of the proposed JCBJ scheme and the proposed power allocation strategies.
I. INTRODUCTION
Security is of great importance in wireless networks since the broadcasted signal can be easily overheard by eavesdroppers. In order to prevent an eavesdropper from overhearing the legitimate transmission, various cryptographic techniques are adopted by exsiting communication systems. In recent years, physical layer security has been considered to be effective for enhancing the wireless security and attracted much attention [1] . Wyner [2] examined a discrete memoryless wiretap channel and proved that secure transmission is possible when the capacity of legitimate channel is higher than that of the wiretap channel. Later on, a Gaussian wiretap channel was investigated in [3] . It showed that if the secrecy capacity is non-positive, the eavesdropper would succeed in intercepting the legitimate source transmission.
Multiple-input multiple-output (MIMO) technology, which is widely adopted by emerging terrestrial mobile telecommunication systems [4] , [5] , can improve the system performance in terms of the network coverage and capacity. Recently, the family of MIMO systems [6] - [12] has also been widely recognized for enhancing the physical layer security of wireless transmission. However, in some cases, it may be not practical to equip the transmitter and receiver with multiple antennas since battery power consumption and terminal size are limited. In consequence, node cooperation, which can form a vitural MIMO, is considered as an effective way of security enhancement [13] , and also used in data forwarding in internet of intelligent terminals [14] , [15] . There are two general ways to exploit nodes, namely, cooperative beamforming, which helps the legitimate transmission over the main link by using relays for forwarding the source signal [16] - [22] , and cooperative jamming, which aims to confuse the eavesdropper by using jammers to send artificial noise [16] , [17] , [23] - [27] .
Dong et al. [16] and Li et al. [17] proposed to exploit the intermediate nodes as either the relays or the friendly jammers to enhance system security. Kim et al. [18] proposed to select two nodes for beamforming and showed that the decrease of coding gain is compensated partially by the selection. Zou et al. [19] , proposed to select the optimal node as the relay by considering the wiretap link's channel state information (CSI) as well. In [20] , it derived an approximated secrecy outage probability of the relay selection proposed in [19] , which can be used to optimize the relay's transmit power numerically. In [21] , based on the eavesdropper's CSI availability, the authors investigated the secrecy performance of three opportunistic relay selection schemes in two practical scenarios. Lee [22] considered the secrecy performance of multi-hop decode-and-forward (DF) relay networks assuming a single relay and multiple relays located at each hop, respectively.
Cooperative jamming was studied almost simultaneously. In [23] , it focused on optimizing the cooperative jamming weight vector for the secrecy rate maximization. Lin et al. [24] proposed to use the jammers to send the combination of artificial noise and useful signals for confusing the eavesdroppers and enhancing the received signal. Lee and Choi [25] proposed to select the jammers whose channels are aligned at the legitimate receiver, but not at the eavesdropper, to achieve the secure degrees of freedom. In [26] , it proposed an opportunistic multiple jammer selection scheme where the nodes whose channel gains to the legitimate receiver are less than a threshold are selected as jammers to send artificial noise for disturbing the eavesdropper, showing that a substantial secrecy performance improvement is achieved compared with the random jammer selection scheme. Wang et al. [27] proposed a trustiness and social tie based jammer selection scheme for cooperative jamming to provide secrecy.
Later on, various joint cooperative beamforming and jamming (JCBJ) schemes were studied in [28] - [37] by generalizing the two node cooperation designs, where some intermediate nodes are used for forwarding the source signal while some others are employed to interfer with the eavesdropper. More specifically, Chen et al. [28] proposed an opportunistic selection of one relay and at most two jammers for security enhancement. Wang et al. [29] and [30] , selected one node for transmitting artificial noise and all the others for forwarding the received signal using cooperative beamforming. Wang et al. [31] , proposed a joint relay and jammer selection method, where a relay is selected performed based on signal-to-noise ratio (SNR) and a jammer is selected by the minimization of the interference on the destination. Moreover, Wang et al. [32] , considered a generalized multi-relay selection scheme to enhance system security, where some best nodes are selected as the relays and the remaining ones are employed as the jammers to confuse the eavesdropper in both phases. Lin et al. [33] , proposed a robust relay switching strategy which operates DF beamforming or cooperative jamming based on the received SNR at the relay, leading to significant improvement compared with the traditional DF strategy. In addition, in our earlier work [34] , we proposed to select an intermediate node as the relay for forwarding the source transmission and exploit the remaining nodes as the friendly jammers for disturbing the eavesdropper.
In the aforementioned cooperative beamforming and jamming schemes, it is of importance to investigate how to optimize the transmission power allocated among the source, relays and jammers for further improving the security performance. To be specific, Dong et al. [16] and Li et al. [17] focused on solving the transmission power at the source and designing the beamforming weight vector to maximize the secrecy rate. In [22] , considering the cases where a single relay and multiple relays are located at each hop, respectively, the authors derived the optimal transmit power for maximizing the secrecy rate. In [27] , joint power allocation between the source and cooperative jamming nodes was considered for the maximization of the ergodic secrecy rate. In [29] , it proposed to optimize beamformer weight and artificial noise power by solving two convex optimization problems. In [30] , the beamformer design and transmit power of the source were optimized jointly under the constraint of source power and the total power of all the relay nodes to secure the cooperative relay network. In [31] , numerical results showed that the transmission power at the active relay and jammer effects the reliable-and-secure connection probability. In [32] , the jamming power factor allocated in two phases and the number of relay nodes were jointly optimized to minimize the secrecy outage probability. In [35] , it was shown that, the transmit anntenna selection (TAS) by exploiting optimal power allocation accross the selected anntennas along with Alamouti coding always outperforms the tranditional TAS. In [36] , it studied the optimal power allocation between the information signal and the artifical noise signal to maximize the effective secrecy throughput. Rodrguez et al. [37] investigated the secrecy performance of a wireless network where the single-helper is applied to either AF relaying or jamming, and optimized the transmission power allocated at the source and the helper for maximizing the secrecy rate of various relay and jamming systems.
Motivated by the considerations above, we propose a new JCBJ scheme and explore the corresponding power allocation to improve the security of cooperative relay networks. In the proposed JCBJ scheme, we select the intermediate nodes succeeding in decoding source as the relays to forward the source simultaneously by employing a beamforming weight vector, and meanwhile, use the remaining nodes as the friendly jammers for disturbing the eavesdropper by sending artificial noise. We further focus on optimizing the transmission power of the source, relays and jammers jointly to achieve the secrecy rate maximum under two CSI assumptions, respectively, namely, full CSI (FCSI) which assumes that the VOLUME 5, 2017 availability of both main and wiretap channels' instantaneous CSI, and partial CSI (PCSI) which only requires the wiretap link's statistical CSI along with the main link's instantaneous CSI.
The main contribution of our work lies in considering the joint multi-relay selection and power allocation. In this paper, we extend our previous work on physical layer security in [34] , which employs a single relay selection scheme, to a generalized multiple relay selection scheme. Specially, by allocating the transmit power at the source P s within different ranges, we take into account all the possible relay sets in which different numbers of relays are selected. For each relay set, a closed-form optimal solution of power allocation among the source, relays and jammers is derived for maximizing the secrecy rate of the corresponding JCBJ scheme. Then, the ultimate optimal power allocation along with relay selection is determined by comparing the secrecy rate results achieved for all the relay sets. Moreover, we propose to solve the joint power allocation problem by equivalently transforming the multi-variable optimization problem to a series of single-variable optimization subproblems by our analysis.
The organization of the paper is as follows. In Section II, we give the system model along with secrecy rate analysis. In Section III, we derive FCSI-based power allocation (FCSI-PA) and PCSI-based power allocation (PCSI-PA) schemes, respectively. Next, in Section IV, we conduct numerical evaluations for FCSI-PA JCBJ and PCSA-PA JCBJ schemes, and compare the security performance with other benchmark schemes. Finally, we provide concluding remarks in Section V.
II. SYSTEM MODEL AND SECRECY RATE ANALYSIS A. SYSTEM MODEL
In this paper, we consider a cooperative wireless network where the data transmission from a source S to a destination D assisted by M DF intermediate nodes is tapped by an eavesdropper E. In the network, all the nodes are equipped with a single antenna. Both the main and wiretap links, which are represented by the solid and dash lines, respectively, are modeled as Rayleigh fading channels. We assume that there is no direct connection between S and D and a direct link from S to E. The system model is shown in Figure 1 . We propose to select M R intermediate nodes R i , i = 1, 2, . . . , M R as the relays for forwarding the source signal to D and exploit the other nodes J i , i = 1, 2, . . . , M J as the jammers for disturbing D.
During phase I, a signal s is broadcasted by the source S with power P s and rate R d . Thus, the signal received at the intermediate node i can be written as
where h si denotes the transmission coefficient from S to the intermediate node i, and n i ∈ CN (0, δ 2 n ) is additive white Gaussian noise (AWGN). Assuming that the eavesdropper E knows all the parameters of S, then the signal received by E can be expressed as
where h se denotes the transmission coefficient from S to E, and n
We denote by D the set of intermediate nodes succeeding in decoding the source signal s. That is,
From (3), we can see that, given a certain P s , the intermediate node i which has larger |h si | 2 is more likely to be selected as a relay. For writing conveniency, we sort |h si | 2 in the decreasing order, denoted as |h
In phase II, the intermediate nodes in D are employed as the relays to simultaneously forward s with a total transmit power P r . In order to use multiple relays effectively, a weight vector denoted as w = w 1 , w 2 , . . . , w |D| T is employed at the relays, where |D| is the cardinality of the set D. Meanwhile, the remaining nodes act as the friendly jammers to send artificial noise z = [z 1 z 2 . . . z |D| ] H to simultaneously confuse the eavesdropper with a total power P z , wherē D denotes the complementary of D.
For simplicity, we denote 
where n d ∈ CN (0, δ 2 n ) represents AWGN at the destination D and n (2) e ∈ CN (0, δ 2 n ) is AWGN at the eavesdropper E. It needs to point out that w and z should be normalized according to ||w|| 2 = 1 and ||z|| 2 = 1, respectively, which means the total transmit power of the relays and jammers are constrained to P r and P z , respectively. In this paper, we assume a total power constraint as shown in [16] , [17] , [22] , [27] , [31] , and [37] , which is widely used. Specially, we assume that P s + P r + P z = P.
B. SECRECY RATE ANALYSIS
According to (4), we have the instantaneous SNR at the destination γ d (P r ), which is a function of P r , as
Similarly, we can obtain the instantaneous SNR at the eavesdropper as a function of P s , P r and P z , γ e (P s , P r , P z ), as
Then, the achievable rate at D, C d , can be expressed as
Combining (2) and (5), the achievable rate at E, C e , is given by
Combining (8) and (9), we can obtain the achievable secrecy rate as
where (x) + = max(x, 0).
III. POWER ALLOCATION OF PROPOSED JCBJ SCHEME
In this section, we propose optimum power allocation schemes for P s , P r , P z to maximize the secrecy rate stated in (10) under FCSI and PCSI assumptions, respectively. FCSI assumes the availability of both the main and wiretap links' instantaneous CSI, which is reasonable in some cases [38] - [40] , e. g. in the wireless network where a legal user is captured by Trojan and slaved as an eavesdropper.
Under the PCSI assumption, we consider a more general case in which we only know the instantaneous CSI of the main link along with the statistical CSI of the wiretap link. The aquistion of CSI can be obtained by corresponding estimators.
A. FCSI BASED POWER ALLOCATION (FCSI-PA) SCHEME
Under the FCSI assumption, the corresponding optimization problem can be formulated as
where
Due to (3), when the condition max (P 1 , 0) ≤ P s ≤ min(P 2 , P) is satisfied, the intermediate nodes in D are selected as the relays and the remaining ones inD act as the friendly jammers.
Combining (6), (7) and (11), we can see that, in order to maxmize the objective function stated in (11) , it is best to simultaneously maximize |w T h rd | and minimize |w T h re |. Due to Cauchy-Schwarz inequality [41] , we have the optimal weight vector which maximizes |w T h rd | as
In this paper, we use w p-opt stated in (12) as the designed weight vector, and focus on solving the power allocation problem stated as (11) . 
where n = 1, 2, . . . , M . By allocating P s in different ranges, we can break the problem (11) into a set of subproblems.
When n = 1, 2, . . . , M − 2, each subproblem is represented as (14) at the bottom of the following page,where z n is the artificial noise satisfying (h When n = M − 1, M , due to (h n jd ) H z n = 0, we can easily obtain that z n = 0 and thus no jammers are used. As a consequence, we can represent each subproblem as
where w n = (h n rd ) * |h n rd | . Considering that P z = P − P s − P r and w n = (h n rd ) * |h n rd | , problem (14) can be rewritten as (16) at the bottom of the following page, where
, thus, we set P n s = P d n to maximize f n (P n s , P n r ) when the condition P d n ≤ P is satisfied. It needs to point out that, when P d n > P, problem (16) need not be considered. (17) For simplicity, we define
Then, by setting P n s = P d n , we can rewrite problem (16) as
By using the method similar to that in our earlier work in [34] , we can obtain the solution of problem (17) 
and
where (27) and {x 1 , x 2 , . . . , x n } denotes a set consisting of elements x 1 , x 2 , . . . , x n . The details can be referred to [34] . Now we begin to solve the subproblem (15) . By substituting w n = h n rd * |h n rd | into (15), the problem (15) becomes (28) stated at the bottom of the following page. It is noted that we define |h si M +1 | 2 = 0 for formulating the overall subproblems conveniently.
Considering that P n s = P−P n r , we can rewrite problem (28) as (29) at the bottom of the following page.
By employing a similar method used in our earlier work [34] , we derive the solution of (29) as
when P d n ≤ P. It needs to point out, when P d n > P, we does not need to consider problem (15) since problem (11) can be represented by all the subproblems stated as (14) . By comparing all the optimal results of g n (P n r ) for each n, we have the optimal solution of (11) as
[
Correspondingly, the designed beamforming weight vector as
B. PCSI BASED POWER ALLOCATION (PCSI-PA) SCHEME
This subsection investigates the optimum power allocation under PCSI assumption since the instantaneous CSI information of the wiretap link may be unavailable in some cases.
Assuming that the fading coefficients h se and h ie satisfying that E [
ie , following our earlier work in [34] , we aim to maximize
Due to
by the analysis similar to [34] , we can have that
when the the variance of λ e is small. Then, we can obtain that
Thus, we focus on maximizing the lower bound of
, that is, log 2 (
1+γ e (P s ,P r ,P z ) ). Then, the PCSI-PA problem can be formulated as
By the similar analysis as that in Section III. A, problem (37) can be divided into a series of subproblems. When n = 1, 2, . . . , M − 2 and n = M − 1, M , each subproblem is stated as (38) and (39), respectively, at the bottom of the page.
Due to P n z = P − P n s − P n r , we can rewrite problem (38) as (40) at the bottom of the following page.
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We can solve the problem (41) in a similar way of dealing with the problem (17), and state the solution in TABLE 2 at the top of the page.
In TABLE 2 ,
Considering P n s + P n r = P, we can rewrite problem (39) as
Similarly, the problem (51) can be solved as the problem (29). We state the solution of (51) as (52) at the bottom of the page, when P d n ≤ P. It needs to point out that
| is set to 0. By comparing all the optimal results ofg n (P n r ), we can obtain the optimal solution of (37) as 
IV. NUMERICAL RESULTS AND DISCUSSIONS
In this section, we conduct numerical evaluations for proposed JCBJ schemes using FCSI-PA, PCSI-PA and equal power allocation (EPA) strategies to show the advantage of proposed methods. For benchmarking purposes, the results of direct transmission, pure jamming, pure relay and generalized singular-value-decomposition (GSVD) based beamforming [42] , [43] are also given. In the following numerical evaluations, we use E(|h si
In addition, we illustrate that the secrecy rate of proposed JCBJ scheme increases as the intermediate node number increases. Figure 3 depict the the secrecy rate versus the total transmit power P of the proposed FCSI-PA JCBJ scheme, PCSI-PA JCBJ scheme and benchmarking schemes versus the total transmit power P for M = 10. In the direct transmission, we use E(|h sd | 2 ) = 0.05 following [34] . In the pure jamming and pure relay schemes, we use all the intermediate nodes for either transmitting artificial noise or simultaneously forwarding the source signal with a total power P 2 . In the GSVD scheme, we select relays for forwarding the source based on GSVD as addressed in [34] with a total power P 2 . From Figure 2 and Figure 3 , one can see that the proposed FCSI-PA and PCSI-PA JCBJ schemes both give much better secrecy rate than the direct transmission, pure jamming, pure relay and GSVD methods, showing the security benefits of simultaneously exploiting beamforming and jamming along with optimal power allocation. Figure 4 shows the secrecy rate of the proposed optimum power allocation and EPA strategies versus the total transmit power P for M = 10. In the EPA strategy, we allocate the total transmit power in the first and second phases equally, and in addition, allocate the transmission power at the relays and jammers equally, that is, P s = P 2 , P r = P 4 and P z = P 4 . From Figure 4 , it can be clearly observed that the proposed FCSI-PA and PCSI-PA schemes lead to much higher secrecy rate compared to the EPA strategy. Figure 5 shows the optimal power allocation ratios Ps/P, Pr/P and Pz/P versus the total transmit power P for M = 10. From Figure 5 , we can see that, in the FCSI case, Ps/P decreases from 0.9 to 0.01 as P increases from 0 dBm to 30 dBm, while Pr/P and Pz/P increase from 0.05 to 0.75 and from 0.05 to 0.24, respectively, as P increases from 0 dBm to 30 dBm. In the PCSI case, Ps/P decreases from 0.9 to 0.01 as P increases from 0 dBm to 30 dBm, while Pr/P and Pz/P increase from 0.05 to 0.5 and from 0.05 to 0.49, respectively, as P increases from 0 dBm to 30 dBm. In Figure 6 , we show the optimal power allocation ratios Ps/P, Pr/P and Pz/P versus the number of intermediate nodes M for P = 15 dBm. As shown in Figure 6 , the optimal power allocation ratios Ps/P, Pr/P and Pz/P in the FCSI-PA strategy approximately range between 0.1 and 0.15, 0.6 and 0.7, and 0.15 and 0.22, respectively, as M increases from 3 to 20. In the PCSI-PA strategy, the optimal power allocation ratio Ps/P increases from 0.2 to 0.25 as M increases from 3 to 6, decreases from 0.25 to 0.12 as as M increases from 6 to 16, and approximately fixed at 0.12 as M increases from 16 to 20. The optimal power allocation ratio Pr/P increases from 0.25 to 0.55 as M increases from 3 to 20. The optimal power allocation ratio Pz/P decreases from 0.55 to 0.3 as M increases from 3 to 6 and then approximately fixed at 0.3 as M increases from 6 to 20.
In Figure 7 , we illustrate the secrecy rate versus the intermediate node number M for the proposed JCBJ schemes with P = 15 dBm. Figure 7 shows that, as M increases from 3 to 20, the secrecy rates of both FCSI-PA JCBJ and PCSI-PA JCBJ schemes improve, implying that the security of wireless networks using the proposed JCBJ schemes can be further enhanced by the increasement of node number.
V. CONCLUSION
In this paper, we proposed two optimal power allocation, namely, FCSI-PA and PCSI-PA strategies for a new JCBJ scheme to enhance the security for wireless DF relay networks. In the proposed JCBJ scheme, the intermediate nodes succeeding in source decoding are exploited for beamforming to help the legitimite transmission, and the remaining nodes are used for disturbing the eavesdropper by sending artificial noise. We took into account all the JCBJ schemes where different number of relays are used by considering the power allocation along with relay selection jointly. Moreover, we focused on solving the joint power allocation problem under FCSI and PCSI assumptions, respectively, and derived optimal closed-form solutions. By numerical evaluation, we showed that the proposed JCBJ scheme significantly outperforms the tranditional benchmarking schemes, and the proposed optimal power allocation strategies achieve obviously higher secrecy rate than the EPA approarch. Additionally, upon increasing the node number, the secrecy rate of proposed JCBJ framework improves. 
